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8t November 2023

BY EMAIL

Our Ref: FOI 1602

Your request for information was received on 12" November 2021 and was dealt with
under the terms of the Freedom of Information Act 2000. Please be advised that the
Business Services Organisation (BSO) has now completed its search for the
information you requested in relation to malicious email volume:

The date range for the requests is from 2018 to present day. The data shall
include a breakdown by year and by individual departments (e.g. separate
departments, agencies, or public bodies within the main government agency), if
applicable.

1. How many malicious emails have been successfully blocked?

2. What percentage of malicious emails were opened by staff?

3. What percentage of malicious links in the emails were clicked on by staff?
4. How many ransomware attacks were blocked by the department?

5. How many ransomware attacks were successful?

Firstly, please accept my sincere apologies for the delay in providing you with a formal
response.

Having fully investigated this information request, BSO Information Technology
Services (I.T.S) have advised that the mail logs on BSO mail relays logs only go back
as far as 90 days. Furthermore, the mail logs on Office 365 only go back as far as 30
days
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In relation to the number of malicious emails clicked on by our staff we are
unfortunately unable to provide this data as the mail relays do not record this
information.

In relation to the number of malicious emails blocked, our mail relays block emails on
various different criteria, i.e. emails that could be described as “spam/junk” and there
is no differentiation between these types of emails and those that could be termed as
malicious. As such, we are unable to provide the data for malicious emails alone.

| hope that the information provided assists you. If you are dissatisfied in any way with
the handling of your request, you have the right to request a review. You should do
this as soon as possible or in any case within two months of the date of issue of this
letter, as the BSO, along with all other public authorities are not obliged to accept
internal review requests after this period has lapsed.

In the event that you require a review to be undertaken, you can do so by writing to

Information Governance Manager,
2 Franklin Street,

Belfast,

BT2 8DQ

If, following an internal review, carried out by an independent decision-making panel,
you remain dissatisfied in any way with the handling of the request, you may make a
complaint under Section 50 of the Freedom of Information Act, to the Information
Commissioner’s Office and ask that they investigate whether the BSO has complied
with the terms of the Freedom of Information Act.

You can contact Information Commissioner at:

Website: WWW.iC0.0rg.uk

Phone: 0303 123 1113

Email: casework@ico.org.uk

Post: Information Commissioner's Office
3rd Floor, 14 Cromac Place
Belfast
BT7 2JB

In most circumstances the Information Commissioner will not investigate a complaint
unless an internal review procedure has been carried out. However, the Commissioner
has the option to investigate the matter at his discretion.

Yours Sincerely,
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Karen Bailey
Chief Executive
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