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1. INTRODUCTION

Health and Social Care (HSC) and Northern Ireland Fire and Rescue Service (NIFRS)
(herein HSC will refer to all HSC and NIFRS organisations) Information and Information
Communication Technology (ICT) (herein Information Assets and Systems), is vital to the
successful operation and effectiveness of HSC organisations.

An information security incident is a breach of one or more of our information security
controls that puts HSC information at risk. No two incidents are the same and, depending on
the circumstances, a different response will be needed — however, with prior planning,
practice and the right resources in place, negative incident outcomes can be reduced.

Identifying, managing and reporting information security incidents effectively is important in
order to comply with legal regulations, to protect the reputation of HSC organisations and to
ensure the confidentiality of our staff, clients and patients.

2. PURPOSE

The purpose of this standard is to ensure a consistent and effective approach to identifying
and managing information security incidents. It establishes requirements for response
planning, identification of an incident using logging and monitoring of security events,
incident response actions, and capturing forensic evidence.

Technical users should see the Information Security 2.04 Incident Management Standard
and Information Security 2.09 Incident Response Standard for more information.

3. SCOPE

This Information Security Standard applies to:

e All parties who have access to, or the use of, Information Assets and Systems
belonging to, or under the control of, HSC or NIFRS %, including:
= HSC and NIFRS employees;
=  Temporary Staff including agency and students;
= Voluntary Health Sector organisations / Volunteers;
= Third Party Contractors;
= Any other party making use of HSC ICT resources;
o HSC information stored, or in use, on HSC or externally hosted systems;
e [nformation in transit across the HSC networks;
e Information leaving HSC networks; and

! Northern Ireland Health & Social Care organisations include Health & Social Care Board (HSCB),
Public Health Agency (PHA), Health & Social Care Trusts, NI Ambulance Service (NIAS), Business
Services Organisation (BSO), Patient & Client Council (PCC), Regulation & Quality Improvement
Authority (RQIA), NI Guardian Ad Litem Agency (NIGALA), NI Blood Transfusion Service (NIBTS), NI
Social Care Council (NISCC), NI Practice and Education Council for Nursing and Midwifery (NIPEC),
NI Medical and Dental Training Agency (NIMDTA), GP Practices and other Independent Contractors to
HSC, and Northern Ireland Fire and Rescue Service (NIFRS).
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e ICT Systems belonging to or under the control of HSC.

This Standard applies throughout the entire information lifecycle from acquisition/creation
through utilisation to storage and disposal.

4. STANDARD NON-COMPLIANCE / BREACH

See the Information Security Policy for details of what to do in the event of non-compliance
or a breach of an Information Security Standard. For an information Security Breach or
Incident, see the Information Security Incident Identification and Reporting All User
Standard.

5. INCIDENT IDENTIFICATION AND REPORTING

5.1. SECURITY INCIDENT RESPONSE PLAN

5.1.1. There must be a local and regional cyber-security response plan, and a set of
procedures that enable all applicable teams to work in a coordinated way to
manage the incident and recover effectively. An effective incident response plan
must include the following information:

e Structure of the incident response capability, including key contacts;

¢ Incident classifications that relate to the risk appetite of the organisation;

e Escalation criteria and processes;

¢ Available conference number for urgent incident calls;

o Description of the incident life-cycle process (including containing, analysing,
remediating and recovering from an incident);

¢ Guidance on regulatory requirements;

e Procedures that specify when and by whom authorities (e.g. law enforcement,
regulatory bodies, supervisory authorities) should be contacted and how
identified security incidents should be reported in a timely manner;

e Playbooks for specific incident types (e.g. ransomware attack, data breach);
and

e Links to disaster recovery, business continuity and communication plans.

5.1.2. The incident response plan and procedures must be maintained and regularly
updated to ensure that the HSC organisation can effectively prepare, detect,
analyse, contain, eradicate and recovery from security incidents.

5.1.3. The incident response plan and procedures must be regularly tested and/or
exercised to determine the incident response effectiveness.

5.1.4. The incident response plan must be protected from unauthorised disclosure or
modification.

5.1.5. An incident report must be maintained and updated throughout the incident
response life-cycle.
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5.2.

5.2.1.

5.2.2.

5.2.3.

5.2.4.

5.2.5.

5.3.

5.3.1.

5.3.2.

5.3.3.

5.3.4.

5.3.5.

5.3.6.
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RESOURCING AND TRAINING

HSC organisations must have a defined local Cyber Security Incident Response
Team (CSIRT), with a central point of co-ordination.

Core roles must be assigned and documented for the CSIRT in order to ensure
that incidents are managed and coordinated effectively. As a guide, these should
fall under the headings:

e Government and law enforcement;

e Senior / Executive management;

¢ Incident manager;

e Technical lead / recovery manager;

¢ Crisis management, business continuity, disaster recovery;
¢ Investigators and analysts, cyber security specialists;

e ICT and infrastructure; and

e Other departments including legal, PR, HR.

HSC organisations must implement an incident handling capability for security
incidents that is scalable, dynamic and commensurate with the level of risk posed.

HSC organisations must provide regular incident response training to staff
consistent with assigned roles and responsibilities.

Where it is required for their official duties, staff must receive training for producing
evidence and event logs.

SECURITY EVENT LOGGING

Event logging must be enabled to record user activity (regardless of account
privileges), exceptions, faults and information security events. These records
must be held in the relevant regional Security Incident and Event Management
(SIEM) system.

Security related events must be logged, stored in approved SIEM storage
locations and protected against unauthorised access, modification or deletion, and
in conjunction with the regional SIEM capability.

Information systems must have enough capacity to generate the required event
logs.

Security related events must be retained, in conjunction with the regional SIEM
capability, to enable forensic investigation while adhering to local legislation and
regulations.

Administrator and operator logs must include the recording of ‘non-human’ or
system account activity.

ICT system clocks must be synchronised to a universal time source to ensure



events can be correlated within an accurate and consistent timeline.
5.4, SECURITY EVENT MONITORING

5.4.1. Application, information system and network logs must be monitored continuously,
in conjunction with the regional SIEM capability, and reviewed to detect unusual
behaviour. Unusual behaviour includes, but is not limited to:

o Privilege escalation;

o Accessing files that are not required for the staff member’s role;

e Downloading more files than is typical for the staff member;

¢ A large volume of emails being sent from a staff member’s account;

o Alarge volume of emails being sent to staff accounts from an external email
address; and

e Sending files outside of the organisation.

5.4.2.  Any unusual behaviour identified must be reported to the local ICT service desk.
5.5. CYBER-SECURITY INCIDENTS

5.5.1. Cyber-security incidents must be identified and subsequently reported to the local
IT service desk and information governance officer as quickly as possible:

e When security controls are breached;

e In case of afailure of a security measure that detrimentally affects or attempts
to affect the confidentiality, integrity and/or availability of HSC information or
systems; or

¢ When unusual behaviour is detected through protective monitoring; and

e Non-compliance with policies, standards and guidelines

5.5.2.  All staff must report any actual or suspected security incident as soon as they are
aware of it and do so in line with local reporting processes.

5.5.3. All staff must report any actual or suspected security incident of lost HSC
hardware as soon as they are aware of it and do so in line with local reporting
processes.

5.5.4. All staff shall exercise discretion and not externally disclose information about any
information security incident, unless required to do so as part of official duties (e.g.
to meet regulatory or legal responsibilities, to inform law enforcement, or another
relevant authority).

5.5.5. Information Security incidents must be classified in accordance with pre-defined
criteria (e.qg. critical, high, medium, low) within the regional cyber security incident
response plan.

5.5.6. Local, regional and major cyber security incidents must be categorised in
accordance with pre-defined criteria (e.g. malicious code, data breach, phishing).
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5.5.7.

5.5.8.

5.6.

5.6.1.

5.6.2.

5.6.3.

5.6.4.

5.7.

5.7.1.

The classification and categorisation of a security incident shall drive the
appropriate response to the incident and its priority.

The identification, classification, categorisation and response of potential and
confirmed security incidents must be tracked and documented in line with the
cyber-security incident response plan.

FORENSIC EVIDENCE

Any evidence should be collected as soon as possible after the incident. Where
forensic collection is performed manually, or a tool is configured to conduct the
collection automatically, it must be completed by a competent individual(s).

HSC organisations must maintain a capability to perform enterprise and endpoint
forensics in order to support cyber-incident response processes, identify
perpetrators of malicious acts and preserve sufficient evidence to prosecute them
if required.

A process must be established to deal with ICT security incidents or other events
that require forensic investigation that includes;

e How evidence is identified,;
e How evidence is collected:;
e How evidence is acquired; and
e Hoe evidence is preserved.

Evidence shall be collected in adherence with the following:

e To astandard in line with the intention of possible legal action;

e With respect for individuals’ privacy and human rights;

e From ICT sources relevant to the incident (e.g. email usage, memory caches,
event logs);

e From non-ICT sources relevant to the incident (e.g. CCTV recordings, eye
witness accounts); and

¢ Integrity of the evidence is protected.

POST-INCIDENT MANAGEMENT

The HSC Organisation must document knowledge gained from analysing and
resolving security incidents. This document, if required, must be reported to
appropriate risk and governance boards, and the cyber programme board, in order
to extract lessons learned, and initiate activity to reduce the likelihood or impact of
a reoccurrence of similar incident in the future.

6. MONITORING

Staff must be aware that any data on the organisation’s systems remains the property of
HSC. HSC reserves the right to monitor and record any use of organisation information and

7|



systems to ensure they are used for legitimate purposes, and that policies and standards are
being complied with.

All monitoring must be undertaken in accordance with the appropriate legislation such as
Regulation of Investigatory Powers Act (2000), Human Rights Act (1998), and good practice
guidance such as “Employment Practices Code Part 3: Monitoring at Work” issued by
Information Commissioners Office.

7. REVIEW CYCLE

This standard will be subject to annual review or following any significant incidents, changes
to applicable UK or EU legislation or changes to the HSC structure or functional
responsibilities.

<<Add Name>>.

<<Add Role>> Date: 25/02/2020

<<Add Name>>.

<<Add Role>> Date: 25/02/2020
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