Initial VMS set up using the WinOTP App GUIDE March 2021 v1.0

Initial VMS set up using the WinOTP App (Once only)

See last page for daily set up once this has been fully installed

1. Please note this authentication app can only be used on a Windows 10 PC or device such
as a Surface Pro. It does not have to be on the PC that you will be accessing VMS from, but
can be.

2. Open the Microsoft Store on your device using the following link
https://www.microsoft.com/en-gb/store/apps/windows

3. Click “Accept all” at the top right of the screen.

B | B Howtousethe Microsoft Authe: X | % Windows Apps - Microsoft Store X | = - 8 X
€« C @ ()  https;//www.microsoft.com/en-gb/store/apps/windows % = @ @

@ We use cookies to improve your experience on our websites and for advertising. Privacy Statement Accept all Manage cookies

=. Microsoft I Home Devices v  Software v Games & entertainment ~ Deals  Shop Business More v All Microsoft P ¥V (ﬂ)

Free 2-3 days shipping and free returns. LEARN MORE >

Microsoft 365

Powerful apps for productivity, connection and security

4. Click on the magnifying glass and search for WinOTP
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Microsoft Stare =
& Home Gaming Entertainment Productivity Deals P search rQ’ {9
WinOTP Authenticator Free

Vladimir Akopyan = Security > Personal security
*kk k& 4 |12 Share
< Wish list

Authenticator lets you save and generate One Time Password comonly used by
Microsoft, Google and other online services as a Two-Factor authentication.
It features cloud sync with OneDrive and encrypted storage.

Q o

Overview System Requirements Reviews Related

Available on

Iﬂ Xbox Series X|S = Xbox One @ HoloLens E:I PC D Mobile device D Surface Hub

Descrintion

5. Select “GET” depending on your computer a second window may open with “Install”
showing please select this, the app should begin installing automatically.

IF YOU ARE PRESENTED WITH A SIGN IN SCREEN CLICK THE X TO DISMISS THE SIGN IN BOX.

6. If you are presented with the screen below please select “No thanks”

Microsoft Store = o

Use across your devices

Sign in with Microsoft and use this on any compatible device.

7. A message will show saying the app has installed, it is stored in the normal way and can be
accessed using the windows icon at the bottom left of your screen. Please open the
application.
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8. The application will open in a new window, click on “+” at the bottom right of the screen to
create a new account.
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WinOTP Authenticator

You have not added any accounts yet.
Add an account via '‘New account'.

-/

9. Enterin the Service as “VMS1” or another memorable name. Enter in the Username with
the email account (username) for your pharmacy HSCNI mailbox e.g.
pharmacy.1234@hscni.net. The Code field will be completed later.
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< WinOTP Authenticator — O

Enter the information that you received from the provider of the two step authentication service. If you have a camera
available, you can also use it to scan a QR code if it's available. Dragging a QR code from the website of the service into the
app will also read the QR code.

Service
[ |

Username

Code

Save

What do | enter where?

10. Switch to the computer that you want to use the VMS on and open up your internet
browser.

11. Enter the following url https://vms.healthandcareni.net/ You will be directed to the
webpage shown below.

B | O https//vmshealthandcareninet: X | 4

C @ ) https://vms.healthandcareni.net/pharmacy/ % 1= S
e Dngariment o | An Romn Silte
HSC Vaccination Management Health | sewmeors

Vaccine management for pharmacies

Use this service to enter vaccination records for your patients

Sign in to VMS

If you need to view further information on how to use the system go to: FAQs and guidance

If you have any support queries or feel you were sent this invite in error go to: Support

12. Click “Sign in to VMS”

13. Enter your email address and select “Next”
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B | &% Sionin to youraccount x ‘+ = o X

< (G ) https//login.microsoftonline.com/9c9a30de-d8d7-4aa4-9600-4be7625ff6c5/0auth2/authorize?response_type=id.. Y8 v= @& &

Belfast Health and
' Social Care Trust
canr it ey gne

Sign in
pharmacy.test@hscni.net

Can't access your account?

If you are unable to login please contact the ICT
Service Desk on 0800 587 3878 for assistance. Guest
users should contact your own organisation’s service
desk for assistance.

Q Sign-in options

14. Enter the password and select “Sign in.”

B 5% signintoyouraccount x ‘4_ : §

(o C @ ) https://login.microsoftonline.com/9c9a30de-d8d7-4aad-9600-4be7625ff6c5/0auth2/authorize?response_typ... & Yo 1=

B Microsoft
€ pharmacy.test@hscni.net

Enter password

Forgot my password

15. Click “Accept” on the next screen.
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B &% Signin to your account X ‘ —+ =
(5 C @A @ nhttpsy//invitations.microsoft.com/ConsentAndRedeem?lc=1033 s = @ @&

B= Microsoft

Pharmacy.Test@hscni.net

Review permissions

Belfast Health & Social Care Trust
BHSCT.onmicrosoft.com

This resource is not shared by Microsoft.

The organization Belfast Health & Social Care Trust
would like to:

v Signyou in

\/ Read your name, email address, and photo

You should only accept if you trust Belfast Health & Social Care
Trust. By accepting, you allow this organization to access and
process your data to create, control, and administer an account
according to their policies. Read Belfast Health & Social Care
Trust's privacy statement. Belfast Health & Social Care Trust may
log information about your access. You can remove these
permissions at
https://myapps.microsoft.com/BHSCT.onmicrosoft.com

16. On the Microsoft Authenticator screen select “l want to use a different authenticator app”

My Sign-Ins

() https://mysignins.microsoft.com ) InPrivate

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

After you install the Microsoft Authenticator app on your device, choose "Next"

~
o On your phone, install the Microsoft Authenticator app. Download now
e

| want to use a different authenticator app

| want to set up a different method

17. Select “Next”
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& My Sign-ins X t

C @ © https://mysignins.microsoft.com

Keep your account secure
Your organization requires you to set up the following methods of proving who you are
Authenticator app

In your app, add a new account

I want to set up a different method

18. You will then see a screen with a QR code, select “Can’t scan image?”

B MySign-ins x +

& https://mysignins.microsoft.com i InPrivate &

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Bcan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account

After you scan the QR code, choose "Next"

Can't scan image?

19. The “Secret key” needs to be typed into the WinOTP application within the code field.
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2 My Sign-ins x +

) https://mysignins.microsoft.com

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next”.

Can't scan image?
Enter the following into your app:

Account name: Belfast Health & Social Care
Trust:pharmacy.test_hscni.net#EXT#@BHSCT.onmicrosoft.com 0
Secret key: nd7qzwdtlxzpwfyb 1)

Back Next

20. When you have entered in the secret key please press “Save” At this point a six digit number
will be generated as shown on the screens below.

& WinOTP Authenticator

https://mysignins.microsoft.com,

Enter the information that you received from the provider of the two step authentication service. If you have a camera

Belfast Health and
) Sl Core ot available, you can also use it to scan a QR code if it's available. Dragging a QR code from the website of the service into the
—_— app will also read the QR code.
Authenticator | senice
| VMS1 |

Scan the QR col

Username

Use the authenticator g | pharmacy.test@hscni.net |
account.

Code
| nd?qzwdtlxzprybI X |

After you scan the QR ¢

Save

What do | enter where?

&
»
Can't scan image?

Enter the following intg

Account name: Belfast
Trust:pharmacy.test_hsg
Secret key: nd7qzwdtly
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& WinOTP Authenticator

https://mysignins.microsoft.com,
Your account is saved. The current code is now being displayed.
| Beifast Health and
7 Social Care T

i vmsi

Authenticator | 005 452

Scan the QR col pharmacy.test@hscni.net

Use the authenticator a Enter the information that you received from the provider of the two step authentication service. If you have a camera

account. available, you can also use it to scan a QR code if it's available. Dragging a QR code from the website of the service into the

app will also read the QR code.

After you scan the QR ¢ .
Service

Can't scan image? | |

Enter the following intg
Save

Account name: Belfast 1o+ 4o | enter where?
Trust:pharmacy.test_hsq
Secret key: nd7qzwdtly

21. Please make a note of the six digit number.

22. On the VMS device select “Next” and enter in the six digit number followed by “Next” once
again.

B My Sign-Ins X

& https://mysignins.microsoft.com

st Health and)
Care Trust

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Enter code

IEmer the 6-digit code shown in the Authenticator app]

Enter code

Back

L want to set up a different method
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B MySign-ins x

@  https://mysignins.microsoft.com % ®

759 Belfast Health and

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

~
©  Microsoft Authenticator

23. At this point your authentication is set up, please select “Done”

24. You will be presented with a screen asking if you wish to stay signed in, if you select “No”
you will need to use your username and password along with the authentication app each
time you sign in. If you select “Yes” the system will store your details for 1 days.
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B Microsoft

pharmacy.test@hscni.net

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

: Don't show this again

25. You will now have access to the VMS system.
26. Please repeat this process over again for the second user account calling it VMS2 if required.

Logging into VMS using the WinOTP App (daily after set up)

Navigate to https://vms.healthandcareni.net/

Select Sign in

Enter your email address and select “Next”

Enter your password and select “Next”

Open up the WinOTP app and enter in the six digit number.
Select “Next” and your sign in will be completed.

ok wnN R
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