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Introduction

The purpose of this document is to guide Community Pharmacists on the process of setting up Multi-
Factor Authentication use the Authenticator App on an Android or iPhone.

Audience

Community Pharmacies in Northern Ireland.

Pre-Requisites

Pharmacy PC to log in to VDI

Access to Pharmacy / Vaccine email address

WIN OTP App downloaded on to device

This must be completed with both your Pharmacy and Vaccine email addresses.
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Section 1 - Connect to VDI

1. Open Microsoft Edge and navigate to the below web address. The below screen will
appear https://vdi.hscni.net/portal/webclient/#/home

Login with your pharmacy or vaccine usernem. Eg pharmacy.1234 or vaccine.1234.
You do not need to put @hscni.net at the end of the username. The numbers
correspond to your pharmacy contractor number.

m Health and
i Social Care
Secure Logon

for HSC VDI

Lsernanme
|pharn'|acv.)0(l)(

Password
| v |

Logon

m Health and
i/ Sacial Care
Secure Logon

for HSC VDI

Username
| VaCCine XXX

Password



https://vdi.hscni.net/portal/webclient/#/home

“) Health and
Secure Logon
for HSC

One Time Passcode

2. Log on to your pharmacy.XXXX@hscni.net email address and you will have received a
One Time Passcode, enter this in as shown in the above screenshot and click on

Logon.
) Health and

Applications and Links v

n .
o Microsoft 2FA

ViMware View App

3. Click on the Microsoft 2FA box


mailto:pharmacy.XXXX@hscni.net

You can open the resource with VMware Horizon or HTMLS Client.
Please select one. You can download YMware Horizon from here.

VMware Horizon | | HTMLS Client | | Cancel |

4. Click on HTMLS Client — this opens the VMWare Horizon Web Application

Warning

You need to grant microphone and camera permission to
use RTAV

5. If the above screen appears, click on OK. It may appear again on the top left-hand
side of Edge, if it does click on Allow



o5 Microsoft

Pick an account

—I— Use another account

6. Click on your pharmacy/vaccine email — whichever one you have logged in to

m Health and
i) Social Care
vaccine.0172@hscni.net

HSCNI terms of use

In order to access HSCNI resource(s), you must read the terms of use,

@ HSC Terms of Use

Please click Accept to confirm that you have read and understood the terms of use.

7. You may be presented with a HSCNI Terms of use. You need to click on the arrow to
the right of HSC Terms of Use and read the Terms of Use before Clicking on Accept. If
you try to click on Accept you get the below screenshot.
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R Overview

«Qy Security info

L Devices

O.; Password

B4 Organisations

Terms of use must be read X

You must expand the terms of use to read

them before you can accept.

| My Sign-Ins ~

Security info

These are the methods you use to sign into your account or reset your password.

-+ Add sign-in method

E Password

Lost device? Sign out everywhere

8. Click on + Add sign-in method

Last updated:
20 minutes ago

Change



Add a sign-in method X

L] Passkey in Microsoft Authenticator
9 Sign in with your face, fingerprint, PIM

El Security key
Sign in using a USB, Eluetooth, or NFC device

Microsoft Authenticator
Approve sign-in requests or use ocne-time codes

Hardware token
Sign in with a code from a hardware token

9. Click on Microsoft Authenticator

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

After you install the Microsoft Authenticator app on your device, choose "Next"

~
o On your phone, install the Microsoft Authenticator app. Download now
-

| want to use a different authenticator app

| want to set up a different method

10. On the next screen click on | want to use a different authenticator app



Section 2 - Setup Using WIN OTP App on Surface Pro

WinOTP Authenticator - O X

You have not added any accounts yet.
Add an account via 'New account'.

s

1. Open the Authenticator App on the Surface Pro and tap on the + on the bottom
right-hand corner

(= WinOTP Authenticator

Enter the information that you received from the provider of the two step authentication service. If you have a camera
available, you can also use it to scan a QR code if it's available. Dragging a QR code from the website of the service into the
app will also read the QR code.

Service
Username

Code

Save

What do | enter where?

2. Enter the Service as “HSCNI - VMS” to differentiate from the current VMS name.
Put the pharmacy/vaccine email address in as Username. The Code filed will be
completed later.



Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

ISet up your account

In your app, add a new account.

Back Next

| want to set up a different method

3. On your computer screen click on Next

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Authenticator app

lScan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

o
‘i%

Can't scan image?

Back Next

4. A screen with a QR code will then appear, tap on ‘Can’t scan image?’ just below it



Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose “Next".

Can't scan image?
Enter the following into your app:

Account name: Belfast Health & Social Care
Trust:pharmacy.test_hscni.net#EXT#@BHSCT.onmicrosoft.com [1a]
Secret key: nd7qzwdtlxzpwfyb D)

Back Next

5. ASecret Key will then appear on the PC screen (do not use the code shown in the
above screenshot) — this needs to be typed in to the Code filed on the
Authenticator App on the Surface Pro

= WinOTP Authenticator

Enter the information that you received from the provider of the two step authentication service. If you have a camera
available, you can also use it to scan a QR code if it's available. Dragging a QR code from the website of the service into the
app will also read the QR code.

Service

| VMS1 |

Username

| pharmacy.test@hscni.net |

Code
| nd?qzwdtlxzpwfyb| X |

Save

What do | enter where?

6. Type the Secret Key that has appeared on the PC screen into the Code field on
the Authenticator App and then tap on Save. A 6-digit code will then be
generated on screen as shown in the screenshot below. Make a note of the 6-
digit number that has appeared on your Surface Pro



< WinOTP Authenticator

Your account is saved. The current code is now being displayed.

vms1

005 452

i pharmacy.test@hscni.net

1 Enter the information that you received from the provider of the two step authentication service. If you have a camera
available, you can also use it to scan a QR code if it's available. Dragging a QR code from the website of the service into the
app will also read the QR code,

Service
Username

Code

Save

Y What do | enter where?

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Enter code
XXX XXX
Enter the 6-digit code shown in the Authenticator aEg]
Enter code
-

Back Next

L want to set up a different method

On the PC click on Next on the screen where the QR code appeared and then
enter the 6-digit number you took a note of and then click on Next



Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

6 Microsoft Authenticator

8. You should then be presented with the above screen. MFA has been registered
and you can click on Done

BS Microsoft

pharmacy.test@hscni.net
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

| Don't show this again

9. You may be presented with a screen asking if you wish to stay signed in, if you
select ‘No’ you will need to use your username and password along with the 6
digit number from the authenticator app each time you sign in. If you select ‘Yes’
your details will be stored for 1 day

10. If done using the pharmacy email address, please repeat with the vaccine email
address



Section 3 - Logging into VMS using the WinOTP App
(daily after set up)

Navigate to https://vms.healthandcareni.net/pharmacy
Select Sign in

Enter your email address and select “Next”

Enter your password and select “Next”

Open up the WinOTP app and enter in the six digit number.
Select “Next” and your sign in will be completed.

ok wnNE

If you have any issues with your Multi-Factor Authentication log a call with the BSO Service
Desk for Attention of the Cloud Services Team —include as much detail as possible and any
error messages you may be receiving.

If you get a new Mobile phone or Tablet Device, you will need to log a call with the BSO
Service Desk to get the Multi-Factor Authentication reset. You will then need to follow
these instructions again to set it up again.

Service Desk email address is — supportteam@hscni.net



https://vms.healthandcareni.net/pharmacy
mailto:supportteam@hscni.net

