




Public Interest Test (PIT) 
 

 
Exemption claimed in respect of Section 36(2)(c) of the Freedom of Information Act 
2000 (‘Prejudice to effective conduct of public affairs’) 
 
In considering this PIT, the following have been taken into account: 

 the public interest in issues of  accountability and transparency and in 
scrutinising how BSO’s  affairs are conducted 

 the public interest in ensuring that BSO is able to protect its systems from 
cyber-attacks which could damage security 

 the public interest in ensuring that BSO can proactively manage the risks 
around cyber security, for the wellbeing and safety of all its stakeholders 

 

In favour of disclosure of information  
 

In favour of not disclosing information 

Openness and transparency: it is 
recognised that releasing this 
information would provide the public 
with assurance that we are: 

 protecting our technologies; 

 spending public money 
responsibly, especially where this 
relates to the provision of public 
services 

 

It can be demonstrated that incidences of 
individuals hacking or otherwise infiltrating 
organisational systems to cause damage 
and interrupt operations are on the 
increase. 

 

 Disclosure of the information requested 
could expose BSO to unnecessary risk, 
and more vulnerable to cyber-crime as it 
outlines our security posture. Whilst the 
information would not automatically allow 
access to BSO’s network infrastructure, it 
would reduce the barriers to anyone 
attempting this, by allowing access to the 
network external of any physical security 
layer we have 
 

 BSO and the wider HSC operate the 
majority of their services with a high 
dependency on IT. Many services operate 
almost exclusively via information held 
within our network infrastructure.  Any 
disruption of our network infrastructure, 
even for a short period would be likely to 
severely restrict our ability to carry out 
statutory functions across the wider HSC 
network 
 

 The requested information is part of the 
security systems used to process and 



protect service user (both staff and 
patients) confidential data. Under data 
protection legislation, BSO has a legal 
obligation to process personal data in a 
manner that ensures its appropriate 
security using appropriate technical or 
organisational measures.  The release of 
this information is therefore a reasonable 
threat to the security and integrity of 
confidential personal data held on our 
systems. 
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